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Annex F
TC100 Security

F.1
TC100 security

Security has many aspects, such as safety, defence, protection and other, IEC published ISO/IEC Draft Guide: Guidelines for the inclusion of security aspects in standards, which describes a higher-level concept of security. 

The standards of TC100 concerns with audiovisual contents and information, therefore the TC100 specific security is concerning to that contents and information. 

TC100 standards specify systems and equipment, which systems and equipment deal with contents of audio, video and multimedia. Contents are created by contents creators such as filmmakers, record companies and also created by individual end users. Movie and music contents have a copyright and it is a property of contents creators, and information created by users has also copyright and it may include private information. Copyright and private information shall be protected and controlled appropriately.

F.2
Threat to TC100 security

The threat is violation to copyright and private information, and it can be intentionally or unexpectedly occurred. 

F.3
Countermeasure and action

To protect from violation, copy protection method is applied to contents. Mostly copy protection method is specified by private organization not international standardization organization because information of copy protection method should not be open for public, and compliance with that method should be enforced by contract. This scheme may be not a matter of TC100 as an international standardization organization.

What TC100 standard should specify to protect from this violation depends on each standard. The following standard of TC100 can be referred.

· IEC/TS 62045-1: Multimedia security - Guideline for privacy protection of equipment and systems in and out of use - Part 1: General. 

· This guideline is dedicated to protect private information in equipment in and out of use, it may cover some aspects of protection for TC100 systems and equipment. 

TC100 equipment and systems involve network and IP protocol, the following document can be referred.

· IETF RFC3352 (Guidelines for Writing RFC Text on Security Considerations, July 2003) 
· This guideline is dedicated to Internet protocol and describes specific security issues, and it can not be applied to IEC standard as it is. However TC100 systems and equipment need to consider a security of software and protocol. 

There is and will be other aspect of protection than the issues specified by above documents. Each TC100 standard should consider its protection from violation if it contains concerns to copyright and private information. 
 F.4
Specification
If there is a concern to copyright and private information, each standard should specify a guideline or specification for protection in its description. 










