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Abstract
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Introduction
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According to the International Civil Aviation Organisation (ICAO), a drone — also known
as Remotely Piloted Aircraft System (RPAS), Unmanned Aerial Vehicle (UAV) or
Unmanned Aerial System (UAS) — is a set of configurable elements consisting of a
remotely piloted aircraft, its associated remote pilot station(s), the required command
and control links and

They are no longer used solely by the military but a wide range of applications such
as; traffic monitoring, tracking and surveillance, wilderness search and rescue,
commercial drones, disaster recovery, hazardous material recovery, wildfire
monitoring and many others are being implemented

OEUT(E, B - —ERERNCDEEICHIGT B0, AEMEEHERELDD. T
R ADEEFENTOHRPASOELE - 5 A DEEEZEYRITA K574, EUDEREDIEE
%5*&)7‘:0

SR EE : Proceedings of the 2015 ITU Kaleidoscope Academic Conference

2016/3/22



CHALLENGES POSED BY DRONES TO THE FUNDAMENTAL
RIGHTS TO PRIVACY AND DATA PROTECTION
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3. STANDARDISATION OF DRONES: A DEVELOPING FIELD
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3.1. Overview of existing privacy and data protection
standards: core issues and risks addressed.
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3.2. Final remarks in identifying the gaps
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(collection of data without a direct line of sight, covert surveillance, wide
constellation of stakeholders, linkability of collected data to other pieces of
information).
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* Notification of processing to data subjects

¢ Provision of information on the identity of the operator and the purpose of the
collection and processing of data

® Provision of information on the rights to access, rectification, objection and erasure
of the personal data

¢ Accountability models for drone operators

¢ Minimisation of collected data

¢ Data security, integrity and confidentiality of the processed data, including
unauthorised access and data flows
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4. RECOMMENDATIONS
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(1)ERELOERELTDTSA/3> —#E (Legal Rights to Privacy)
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