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_________________________________________________________________________________________________________  
This document is a specification adopted by Optical Storage Technology Association (OSTA).  This document may be revised by OSTA.  
It is intended solely as a guide for companies interested in developing products which can be compatible with other products developed 
using this document.  OSTA makes no representation or warranty regarding this document, and any company using this document 
shall do so at its sole risk, including specifically the risks that a product developed will not be compatible with any other product or 
that any particular performance will not be achieved.  OSTA shall not be liable for any exemplary, incidental, proximate or 
consequential damages or expenses arising from the use of this document.  This document defines only one approach to compatibility, 
and other approaches may be available in the industry. 
 
This document is an authorized and approved publication of OSTA.  The underlying information and materials contained herein are 
the exclusive property of OSTA but may be referred to and utilized by the general public for any legitimate purpose, particularly in the 
design and development of writable optical systems and subsystems.  This document may be copied in whole or in part provided that 
no revisions, alterations, or changes of any kind are made to the materials contained herein.  Only OSTA has the right and authority 
to revise or change the material contained in this document, and any revisions by any party other than OSTA are totally unauthorized 
and specifically prohibited. 
 
Compliance with this document may require use of one or more features covered by proprietary rights (such as features which are the 
subject of a patent, patent application, copyright, mask work right or trade secret right).  By publication of this document, no position 
is taken by OSTA with respect to the validity or infringement of any patent or other proprietary right, whether owned by a Member or 
Associate of OSTA or otherwise.  OSTA hereby expressly disclaims any liability for infringement of intellectual property rights of 
others by virtue of the use of this document.  OSTA has not and does not investigate any notices or allegations of infringement 
prompted by publication of any OSTA document, nor does OSTA undertake a duty to advise users or potential users of OSTA 
documents of such notices or allegations.  OSTA hereby expressly advises all users or potential users of this document to investigate 
and analyze any potential infringement situation, seek the advice of intellectual property counsel, and, if indicated, obtain a license 
under any applicable intellectual property right or take the necessary steps to avoid infringement of any intellectual property right.  
OSTA expressly disclaims any intent to promote infringement of any intellectual property right by virtue of the evolution, adoption, or 
publication of this OSTA document. 
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1 Introduction  
 
The OSTA Secure UDF specification defines a set of security enhancements to 
the OSTA Universal Disk Format (UDF®) specification. The primary goal of 
OSTA Secure UDF is to provide support for encryption based security features 
that are transparent to the user and their applications and is portable 
between different operating system platforms. Secure UDF is designed to: 
 

• Provide an encryption scheme that should work with any 
application that is storing information on a Secure UDF volume 

• Provide a common encryption scheme that all Secure UDF 
implementations can support. 

• Provide a non-proprietary publicly documented method for 
supporting encryption in Secure UDF. 

• Provide a mechanism that allows Secure UDF to take advantage 
of all the features of Security Enhanced drives. 

 
The following describe the primary reasons that security is needed in UDF: 
 

• Native operating system security - Native operating system 
security is not portable.  For example, a UDF volume created 
under Windows NT with specific NT security rights on specific 
directories looses all protection if taken to a UNIX platform, 
which does not support the NT security rights, resulting in 
everything on the UDF volume being accessible. 

 
• Removable Media - Another very important reason is that UDF 

is used on removable media, which can easily be lost or stolen.  
Removable media greatly increases the need to have some form 
of portable protection for the information stored on UDF media. 

 
To accomplish this task this document defines a new Domain.  A domain 
defines rules and restrictions on the use of ECMA 167.  The domain defined 
in this specification is known as the “OSTA Secure UDF” domain.  
 
 
To be informed of changes to this document please fill out and return the 
OSTA Secure UDF Developers Registration Form located in section 7. 
 
 
The long-term plan for Secure UDF is to integrate it into a future version of 
the UDF specification as an optional feature.  Until that time Secure UDF 
shall be a separate Domain. 


